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Abstract
Communication by public authorities during a crisis situation is an essential and
indispensable part of any response to a situation that may threaten both life and
property. In the online connected world possibilities for such communication have
grown further, in particular with the opportunity that social media presents. As a
consequence, communication strategies have become a key plank of responses to
crises ranging from epidemics to terrorism to natural disaster. Such strategies involve
a range of innovative practices on social media. Whilst being able to bring about
positive effects, they can also bring about a range of harmful unintended side effects.
This include economic harms produced by incorrect information and a range of social
harms that can be fuelled by myths and rumours, worsening negative
phenomena such as stigmatisation and discrimination. Given the potential for
such harms, one might expect that affected or potentially affected individuals
would be able to challenge such measures before courts or administrative tribunals. As
this paper demonstrates however this is not the case. More often than not seemingly
applicable legal approaches are unlikely to be able to engage such methods. This is often
because such measures represent activities that are purely expressive in nature
and therefore not capable of imposing any binding legal or corporeal changes
on individuals. Whilst some forms of soft law may pose requirements for public
officials involved in such activities (e.g. codes of conduct or of professional ethics), they
are not likely to offer potentially harmed individuals the chance to to challenge particular
communication strategies before courts or legal tribunals. The result is that public
authorities largely have a free reign to communicate how they wish and do not have
to have to comply with a range of requirements (e.g. relating to form and substantive)
content) that would in general apply to most forms of official administrative act.

Introduction
Communication is a critical part of any organised response to a crisis situation, whether
the crisis be a natural disaster, an epidemic or a major terrorist attack.1 This includes epidemiological crises where public health experts are making ever more use of various online
media. In communicating, public bodies will provide advice or other information that they
feel is needed in order for the public and other actors to be able to respond in the best way
possible, taking into account the situation at hand.2 Whilst being of crucial importance to
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any effort at crisis response, most crises also see criticism of the communication strategy
employed. Such criticism may be inter alia because the information is incorrect,3 that the
form in which it was made was not suitable or that is caused unneeded (social or economic)
harms to certain individuals or groups.4 The possibility for such harms to be created by crisis communication gives rise to the question as to what options potentially affected
individuals or groups may have in trying halt, alter or seek remedial measures. Whilst a
range of literature exists concerning the potential social and economic harms that
can (often unintentionally) be created from such programmes, there has been
relatively little discussion of such aspects from a legal perspective.5
This paper aims to explore the limitations and possibilities of various legal
approaches in being able to engage with such activity. The authors of this paper
aim to illustrate that in reality there are very few legal approaches that may be
able to impact directly upon public crisis communication, presenting few options
for those individuals or groups who may feel harmed to seek redress). In particular,
there appear to be very few if any options for individuals to challenge such
activities before a legal or administrative tribunal. Where control does exist it
tends to be in the form of the application professional codes of conduct, ethical
codes of practice or weak forms of control exerted through the democratic process
(i.e. through the executive and legislative branches). Whilst such forms of control
may in theory allow some accountability for those public agencies involved in crisis communication the reality is that they may often be of little help to those who have been adversely affected (or may be at risk of being so) from such activities. This paper will
attempt to illustrate both why traditional legal approaches may have difficulty in engaging
such activities and why alternative mechanisms of ‘control’ may offer little to those who
have suffered harms (or may be at risk of doing so).
Section 2 of this paper discusses the concept of public communication (of which crisis
communication is one type) and contrasts it with other forms of activity that the state
may be involved in. Section 3 will discuss the harms that can be produced from crisis
communications and illustrate why the question of what controls and remedies exist is
important. Section 4 looks towards international law for potentially applicable legal approaches, including in the areas of International Human Rights Law and International
Humanitarian Law. This will include the ability of important legal principles found within
both numerous international and domestic legal instruments such as a ‘right to life’, a
‘right to health’ and a ‘right of non-discrimination’. Section 5 will focus of the likely limited impact of approaches that are focused on privacy or data protection given that crisis
communication may often occur without referring to specific individuals or using personal data. The lack of ability of administrative law (and its relevance) to impact acts that
are often ‘purely expressive’ in nature is analysed in section 6. In contrast, section 7 looks
at questions that arise concerning the application of hate speech approaches, laws that are
designed to impact upon activity that is purely expressive in nature. Section 8 aims to
highlight the importance of the relatively lack of engagement of such legal mechanisms by
highlighting the limits of other alternative forms of control. This includes utilising influence that may be exerted through codes of ethics and professional conduct in addition to
pressure that can be channelled through the ‘democratic processes’. In closing, section 9
will look at the good reasons that exist for the state being able to communicate in a
manner that is largely free of restraint (particularly in times of crises). Such factors
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may not only go some way to explaining why there are few legal approaches that
can be used to limit such practices, but also why various negative effects might
occur if this was not the case.

What is communication (including during a crisis)?
Impossible to define in terms of form or content

The concept of ‘state communication’ or ‘expression’ (of which crisis communication is
one of many forms)’ is not a term that one finds readily in legal literature (at least to this
authors knowledge).6 It is not something for which in most jurisdictions there is a readily
available legal definition. Indeed, most literature dealing with crisis communication or
state communication in general is not legal in nature. Depending on the exact discipline
involved or the particular context at play the focus may be on the efficacy of such
activities, the form they take and, in many instances, the problems that arise therefrom.7
In such discussions the precise identity of the author of the communication (or his or her
legal status) is not something that usually focused upon. The focus is usually rather on
the content and the form of the communication in general. This is to a certain extent
logical. Most of the academic and societal discussion concerning crisis communication
for example is concerned with the effectiveness of a particular communication strategy in
a particular context.8 On other occasions discussion may be focused on the negative
effects created by such activities.9
As the author invoked in his introduction, there is enormous breadth and variation that
may exist in terms of crisis communications. In discussing what ‘communication’ itself
actually constitutes, it is of course important to recognise that such communication can
vary enormously in both form and content. It is not possible to describe such activities in
a concise or exhaustive way. In terms of the form, ‘communication’ in general could take
the form of verbal address, the distribution of physical material (such as pamphlets and
posters), letter or emails and ever increasingly, the use of communication on various
forms on social media.10 More specifically with regard to crisis communication the type
of form used will depend very much on the circumstances in question and the target
audience.11 Often several forms may be used to disseminate the same message in order to
reach a wider audience. It is not only the sheer variation available in terms of form that
make an exhaustive disruption impossible but also the fact that given social and technological changes and evolutions, new forms of communication are becoming ever more
effective. In the domain of crisis communication the use of social media forms of communication have become ever more popular, including in the context of public health
crises.12 Such methods allow public authorities to harness the power of private individuals
and organisations to further disseminate their desired message. Given the constant and
incessant evolution in the nature and scope of social media a simple definition of such
processes is largely impossible (even if this were not the case it would be far beyond the
scope of this paper).
In terms of substantive details, the content will necessarily depend on the particular
context in question. Within crisis contexts, this could for example involve the need to
take particular security measures (e.g. in incidents related to disorder or terrorism),13
advice on where particular forms of healthcare treatment (e.g. in an epidemic)14 should
be sought or advice on where food and shelter can be found (e.g. within the context of
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a a natural disaster).15 The question of what represents a crisis may receive a different
answer in one context and culture than it would in another. The potential variety in
terms of aims and forms means that it is very difficult to come up with a concise
definition of what exactly constitutes communication by reference to certain
forms or content.
For the purposes of this paper the author would suggest that it is useful to look at
other factors that may aid in discerning what exactly state communication (including
in public health emergencies) constitutes and how it can be separated from other
activities of the state. The author of this paper would suggest two criteria that may be
of use for this purpose (discussed in (b) and (c) below). These first is the need for such
activities to have an ‘expressive component’, the second relates to their nature as
activities that are neither ‘legally’ or ‘corporeally’ binding. An appreciation of such
elements is important because, as the author will subsequently discuss, it helps to
explain both why such activities can in certain occasions be harmful and also why
various legal approaches are often unable to directly engage with them.

Communication will have an ‘expressive component’

One obvious requirement that must be present for an activity to be considered as
an instance of ‘communication’ is that it must have an ‘expressive component’, i.e.
that it must have meaning. In the context of a particular public health crisis,
efforts at communication are usually infused with explicit meaning related to the
crisis, usually in terms of information surrounding its nature and/or advice or
recommendations on action that should be taken. This may be the case for
instance where the message in question instructs people to take a particular
vaccine or call a certain number if symptoms appear. In such cases the meaning of
the particular expression is objectively evident for all to see and is open to little or
no interpretation. It is also important however to remember that messages may
have implicit content and that such content may or may not be intentional.
Implicit content can be perceived where the actual direct content of the message
can be interpreted in a particular way to derive further meaning. Such interpretation will depend on the particular context involved, including the threat posed,
the potential audience and the socio-economic, cultural or religious context in
question. Imagine for instance public health messages stating that individuals from
certain communities, or others who engage in certain behavioural practices should
be aware of the the risks of contracting a certain condition and if necessary seek
medical help (e.g. testing or treatment).16 Whilst it might not be stated so
explicitly, such a statement could be seen as implicitly confirming that the public
organisation involved believes that individuals from the concerned groups pose a
greater risk than others in society.17 Whilst explicit meaning may be relatively easy
to discern, the implicit meanings (real or perceived) behind may be more subtle.
Often, implicit content may only be perceived by individuals in certain contexts
who feel implicitly targeted by the message in question. In many instances such
implicit content may not have been perceived by the author of the message in
question but, may nonetheless have been perceived by certain addressees of the
message in question.
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Communication activities do not entail ‘corporeal’ or ‘legal’ effect.

Another important manner of defining exactly what activities of communicational
nature are (including in the context of a public health crises involves identifying those
aspects are absent in communication but which are present in most other forms of
activity. The author would submit that one possible way of differentiating expressive
activities from other types of activity is that such activities, although having ‘expressive
meaning’ do not have any form of ‘legal or direct corporeal’ effect. This is because the
individual recipients of such messages are (at least in theory) able to ignore such
communication and act how they might wish. Unlike for example a decision not to
grant licence to drive, planning permission to build a house or to fund certain
healthcare services (activities which also have ‘meaning’), activities that are purely
expressive in nature have no such binding legal effects.18 This means that they are not
able to alter the legal rights and duties that may be incumbent upon individuals either
to society (i.e. the state) or to other private individuals and organisations. Nor do they
have any direct physical (or corporeal) effects on individuals such as detention,
quarantine or compulsory vaccination might have for example (i.e. methods that may
often be associated with crisis events) .19 Whilst individuals may legally be compelled
to pursue (or not permitted to be able to pursue) a particular course through a number
of mechanisms and decisions of the ‘state’, activities that are purely expressive in nature
(such as crisis communication) are not capable of entailing such compulsion.20
Individuals to whom they are directed can, after listening, reading or watching, simply
act as they wish, even if this may be in a manner that is contrary to that which was
proposed by the communicative activity in question.
As the author of this paper will demonstrate, it is this feature of activity that is solely
expressive in nature that often makes it difficult for many legal approaches to engage
them. Many such approaches (especially those that can be invoked by individual
citizens in a court of law) seemingly depend upon the creation of corporeal or legal
effects upon individuals to be capable of application. This inter alia makes its
consequently difficult for affected individuals to challenge such measures in court using
legal frameworks that, in many other instances, are able to provide assistance (i.e.
instances where binding effects are imposed).

Crisis communication can bring about serious harms, providing a need for
careful governance
The need to consider the existence and permissibility of potential harms?

Whilst communicative efforts in crises can and do bring about important positive
effects they are also capable of having a range of unintended negative effects (described
below). Such effects are capable of occurring even though acts of communication
themselves are not capable of imposing directly on individuals themselves. Those
involved in communication efforts on behalf of public agencies, (e.g. in areas connected
to public health issues), are often very much aware of the potential for such harms to
be generated as a result of their actions.21 Given the important role communication
has to play in the response to crises and the potential for such communication to
produce harms (especially when conducted in an improper manner), there is
consequently a need to subject such efforts to scrutiny. Public officials will (hopefully)
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often be aware of the need to scrutinize crisis communications for the presence of
elements that may cause unnecessary harm or reduce the efficacy of their efforts. It is
in particular necessary to ask three questions concerning the use of communication in
such instances:
(i)Is the information provided accurate?
In crisis situations the provision of timely information can both save lives and reduce
potential economic harms.22 It can allow individuals to take precautions or avoid
behaviours that may put them at risk. Where incorrect information is however
provided this will evidently not be the case. The use of inaccurate information in crisis
communications can produce a number of negative consequences. Most important
amongst these is a lost opportunity to provide assistance with regards to the crisis at
hand and thus prevent harms occurring to individuals and society in general. In
addition to the harms that occur to individuals, groups and their interests in society,
incorrect communication also represents a waste of public resources that could be used
more effectively. The emission of incorrect information will furthermore result in an
erosion of trust of the public authorities concerned, reducing their ability to be effective
in future crisis.23 As a consequence, there is an obvious need to ensure that information emitted in such instances is correct.
(ii)Can the information provided cause harm to certain groups in society?
Whilst accurate information may allow individuals to protect themselves and their
interests in the time of a crisis, it may also bring about negative consequences for
certain individuals and groups in society. Such harms can occur both on the economic
and social levels. In terms of the former this may occur for example where where
individuals avoid visiting certain locations or forego certain activities because they are
perceived to pose a risk.24 Such harms may occur both on the micro or macro levels
(for example in the areas of tourism and transport)25 potentially causing great
economic damage. Such problems have been observed in numerous instances including
epidemic events involving H1N1 influenza, SARS and more recently the Ebola outbreak
in West Africa.26 In each of these instances economic harm was caused because of
incorrect information that had been disseminated by various agencies.27 Unfortunately
for those concerned, the harms caused were capable of continuing long after incorrect
information had been corrected. This is because of a ‘genie out of the bottle effect’
whereby once it has been disseminated, false information can not simply be retracted
and will likely be further disseminated by private individuals and actors.
Communication by public agencies does not occur in a vacuum. It occurs in an
environment where individuals and communities are continuously communicating with
and between each other. The intensity and frequency of such communication has
increased with the rise of social media.28 During crises there is often a dearth of
available information from official sources, something that often increases individual
receptivity to circulating rumours and myths that seemingly offer information.29 In
such an environment private individuals (especially through social media) are able to
potentially magnify their own opinions so that they can be heard by a great many
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individuals. In the context of a public health emergency for example such an
environment provides fertile bedding for the establishment of harmful myths and
rumours. The targets of such rumours are often pre-stigmatized groups that were
already in positions of vulnerability (e.g. foreigners, those with alternative lifestyles/sexual orientations).30 It is therefore important that the communication of public
authorities during such difficult periods does not facilitate the establishment or
dissemination of such rumours or myths.
Whether the information that is provided is accurate or not it may lead to problems
such as stigmatisation and discrimination for vulnerable groups. These are closely
related phenomena yet are subtly different.31 The former relates to the induction of
potentially harmful psychological states in individuals. The ability to stigmatise and be
stigmatised is closely linked linked to our social nature in which the opinions of our
peers and those we interactive with are of considerable importance. Stigmatisation
occurs when individuals believe (rightly or wrongly) that others in society hold negative
opinions about them because of a particular trait that they posses. Often such traits
relate to membership of a social or ethnic group, engaging in particular behaviour or
originating from a certain place.32 In the context of public health crises, all of these
traits may be linked to threats that other individuals may want to avoid (such as a
contagious epidemic).33 This may for example be because an infectious virus is thought
to have originated in a particular place or because certain behaviours pursued by
certain groups are perceived to come with a higher risk of infection. Stigmatising myths
can be fuelled by both rumours (especially when they are not tackled) and also, as
examples in previous crises have shown, official sources of information. For individuals
who are stigmatised, the consequences can be dramatic. In the context of a public
health crisis, stigmatized individuals may avoid treatment and testing because they fear
being exposed to the judgemental attitudes of medical professionals who they believe
are likely to hold negative feelings concerning them.34 Even after such a threat has been
removed problems of stigmatisation may remain for some time afterwards. These
include the threat of internalisation of the negative opinion of others and the
employment of harmful coping mechanisms that may result in avoidance behaviours in
other areas such as educational and employment opportunities.35 Such outcomes can
worsen problems of ghettoization for vulnerable groups where they exist.36
Stigmatising environments can also fuel acts of discrimination.37 Discrimination in
such contexts occurs where individuals are motivated to treat individuals differently
than they should otherwise do so. This may for example be because they feel that such
individuals pose a threat or because they bear moral responsibility (e.g. for being at risk
of or contracting a contagious disease).38 Such beliefs may be fuelled by inaccurate
information that individuals have received and also by myths and rumours that
circulate in their respective community.39 Unfair treatment in the context of crises can
mean the denial of access to important goods or services, including those that may be
of critical importance (such as healthcare). As with the stigmatisation that often fuels
it, problems associated with discrimination may often persist long after the immediate
crisis has ended.40 Where this happens individuals from affected groups may be
disadvantaged in various domains of life long after the crisis in question has ended.
(iii)Are any harmful effects proportional?
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In many instances the creation of harms such as those discussed above may be
avoidable through carefully wording crisis communication (for example by not using
unnecessarily stigmatising language). In other instances, the very nature of the
communication that must be engaged in may be inevitably stigmatising for certain
groups in society. Whilst such communication may bring about harmful effects for a
particular group it may nonetheless be important to view such harms in the wider context, including the overall positive effects that can be achieved. Whilst in many
instances the creation of such harms may be proportional given the goal concerned
(e.g. protecting human life), in other instances it may not be. The question of whether
such harms may be justified or not is a complex one that requires careful, considerate41
and well informed deliberation in the specific context in question. Identifying
potentially harmful effects may not be a simple exercise. It may for example require a
high level of interaction with potentially affected groups and a willingness to listen to
their concerns.42

A role for the law in ensuring good governance?

The ability of public crisis communication to bring about harmful effects (and even in
certain occasions aggravate the nature of the crisis in question) raises the question of
whether there should be mechanisms in place for individuals to challenge the form and
content of certain communication programmes. Given the complexity and potential
gravity of such phenomena, the need for governance processes that ensure such
controls occur is seemingly clear. Such a need reflects and imperative to discern what
harms might be capable of occurring, inter alia though an interactive discourse with
potentially vulnerable minorities. Where necessary it requires that communication
strategies are altered and that harmful practices are halted. From the perspective of a
legal scholar (such as the author of this paper) one might ask what role legal
approaches can play in such a governance role? Furthermore, one might arguably
expect that legal mechanisms should exist for individuals or groups that by may be
effected by such communication programmes to scrutinize for or enforce correct
governance, or where necessary to intervene or possibly allow remedial action where
harm has been caused. The following sections of this paper will argue that such a
possibility may often be lacking by making references to a number of legal approaches
that one might expect to be applicable in such instances.

Crisis communication in international law
International law is the law applying to and between sovereign states. It determines
their rights and obligations to each other and sometimes to third (non-state) parties.43
Its can be created through treaties between states or arise through a practice that has
become generalised across both time and geography (i.e. customary law).44 The
application of rules of international law to crisis communications of the state is not
always evident. There is for example little specific mention of obligations in the area of
‘crisis communication’ in international law. One must rather look at requirements for
example relating to the management of crises in general that may be capable of
applying implicitly to the communicational efforts that they involve. Other potentially
applicable categories can be found in both International Humanitarian Law and
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International Human Rights Law.45 Although most do not apply primarily to crisis
situations they provide for more general human rights that could also be considered as
being applicable in such situations. Some of these are discussed below. Despite their
variation, they all have two common properties relevant to this paper. First they do not
apply specifically to matters of communication (in a crisis or otherwise). Second they
offer little or no possibility for individuals who feel that their interests have been
harmed to seek redress in a court or other tribunal. In considering the practical
relevance of particular instrument it is necessary to take both aspects into account.
This last aspect in particular often means that the practical relevance of instruments
that may seemingly be relevant on paper may be limited in reality, especially during
moments of crisis where the importance of non binding international agreements is
not likely to be at the forefront of a public agency’s thinking.

Relevant elements of international law for crisis communication

In 2005 the World Health Organisation (the WHO), through its World Health
Assembly released a revised version of the International Health Regulations (the
IHR).46 It represents perhaps one of the most well known international agreements
concerning the response to a crisis (in this case relating to epidemics of infectious
disease).The IHR has been created in order to allow the international community to
respond in a collective manner to public health threats. Amongst these changes a new
and much more potent surveillance systems was introduced.47 It contains a range of
provisions that are applicable to responses to such a crisis, including a requirement that
such a response be respectful of “human rights and dignity”.48
Upon analysis however it becomes quickly apparent however that the IHR’s reference
to Human rights is very general and does not provide specific guidance on individual
rights or how they should be protected in practice. Nor does it describe specific
obligations in terms of communication activities. It does however oblige states to be
prepared for an epidemic situation and it also obliges “respect for human rights” in
such planning. One can say that states have an obligation to consider’ human rights
implications during planning for a potential epidemic situation under their obligations
under the IHR. Where communication issues give rise to potential problems in terms
of human rights the IHR could therefore be thought to have some implicit bearing.
The UN General Assembly has enacted resolutions calling upon states to take
undertake certain responses in crisis situations. This includes UN General Assembly
Resolution 46/182 for example. This resolution includes a number of obligations that
may be relevant to crisis communication. This includes Article 4 which states that
"Each State has the responsibility first and foremost to take care of the victims of
natural disasters and other emergencies occurring on its territory…" Article 20 states "
Early-warning information should be made available in an unrestricted and timely
manner to all interested governments and concerned authorities, in particular of
affected or disaster-prone countries…".
Perhaps the most relevant international agreement to this paper is the Hyogo
Framework.49 It makes similar calls for preparedness in crisis situations.50 It defines its
primary aim as "The substantial reduction of disaster losses, in lives and in the social,
economic and environmental assets of communities and countries.".51 Interestingly it
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recognizes that disasters give rise to important "physical, social, economic and
environmental vulnerabilities.' It furthermore states that "cultural diversity, age, and
vulnerable groups should be taken into account when planning for disaster risk
reduction, as appropriate.”52 Such obligations appears to require states to be aware of
problems such as stigmatization and discrimination that may be suffered by vulnerable
groups in many disaster contexts. It also states that “both communities and local authorities should be empowered to manage and reduce disaster risk by having access to
the necessary information, resources and authority to implement actions for disaster
risk reduction". In terms of communication the framework demands that states:
"Develop early warning systems that are people centered, in particular systems whose
warnings are timely and understandable to those at risk, which take into account the
demographic, gender, cultural and livelihood characteristics of the target audiences,
including guidance on how to act upon warnings…”.53 Again such an obligation seems
to imply the need to plan a for a system of disaster communication that will take
into account inter alia the particular vulnerabilities that a number of groups in
society might face.54
It is important to remember however that none of the agreements or resolutions
discussed here are associated with any meaningful enforcement mechanism, let alone
any possibility for individuals that feel they have been negatively affected to take action.
This means that whilst they may be of use in focusing political pressure upon
governments they are not likely to be of direct relevance in the context of a crisis itself.

International human rights law

There are a number of treaties that have given rise to the concept of ‘International
Human Rights Law’. Each has the aim of providing private individuals with rights
vis-á-viz sovereign states. Some of the most prominent example of such instruments on a global level are the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights (ICCPR),55 the International
Covenant on Economic and Social Rights (ICESR) and the International Convention on the Elimination of Discrimination (ICEERD). At the the regional level
important conventions such as the European Convention on Human Rights
(ECHR) and the Inter American Convention on Human Rights (IACHR) may have
a role to play.56 The ability of human rights systems to help balance competing
claims by various rights holders upon limited resources arguably makes them suitable in assessing a state’s response to a crisis. States are obliged through both
international law and their own national law to respect a variety of human rights
principles. Important principles to consider are inter alia the right to life, the right
to health, freedom from inhuman or degrading treatment, rights of physical
freedom, the right to a private and family life and also freedoms against
discrimination. These principles have been selected because of their prominence
not only in many international legal instruments but also within national legal systems. The potential relevance of such rights to crisis communication is discussed
below. Once again, as the sections below indicate the potential importance of a particular
principle is not only dependent upon its seeming relevance in an abstract sense, but also
the availability (or not) of any enforcement mechanisms that may be associated with it.
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A right to life

The ‘Right to Life’ is one the cornerstone civil and political rights. It is most often
concerned with negative duties upon states (i.e. the state being bound to avoid taking
the life of individuals unnecessarily). The right to life though has, with the progression
of time, also become associated with some positive duties incumbent upon states. The
UN Commissioner for Human Rights has for instance criticised interpretations of The
Right of Life that are too narrow in scope stating that “it would be desirable for state
parties to take all possible measures to reduce infant mortality and to increase life
expectancy, especially in adopting measures to eliminate malnutrition and epidemics”.57
This represents a very wide interpretation of the ‘right to life’ that is by no means
universally shared. Whilst there have been cases in some states where a very expansive
definition has been used, these cases are not the norm.58 In Europe59 the ECHR
represents a more restrictive view of the right to life with regards to healthcare and
related practices. Most cases are concerned with issues such as the right to access
abortion or the duty of the state to contain or restrict dangerous substances60 or other
hazards.61 The right to life is usually invoked in cases where there is a clear and
relatively easily remedied threat to human life. Under most frameworks (including the
ECHR) the right to life has not been interpreted as compelling public authorities to
make decisions in one way or another concerning the allocation of funding to
particular healthcare expenditure, even where such decisions may have involved
increased risks of mortality for certain groups suffering from certain conditions. Given
these factors the possibility for individual claimants to make use of this right in
situations where they feel aggrieved or harmed by certain communication policies
appears limited, especially given that it may be difficult to demonstrate a threat to life
from such practices. This will in particular be the case where the harm in question may
relate to stigmatisation and discrimination or material or economic harms. In such
cases link may be far from evident.
A right to health

A positive duty to provide healthcare (and related services) finds for itself a more
natural home within the right to health, located in various international treaties. Article
25 of the Universal Declaration of Human Rights for example outlines a ‘right to
health’. This right was further clarified in article 12 or the ICESCR which recognises
“the right of everyone to the enjoyment of the highest attainable standard of physical
and mental health.” At the European level, article 11 of the European Social Charter62
for example obliges state signatories to take appropriate measures designed to prevent
as far as possible epidemic and endemic diseases.63 A ‘right to health ‘appears to have
an obvious relevance to crises that involve threats to human health, e.g. epidemic
events or natural disasters. Such rights may be of little use however to those that feel
aggrieved because of communication programmes for three main reasons.
The first is that a ‘right to health’ obviously does not imply that states are under an
obligation to ensure that all of its citizens are in good health as such an undertaking would
not be feasible. The requirements under this article have been described as representing the
healthcare duties of compassionate societies towards its individuals.64 The Committee on
Economic and Social Rights (CESR) has clarified that there is a duty upon states in terms of
a right by individuals to access services and goods needed to maintain the highest possible
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standard of health.65 Under such circumstances a right to health is more likely to translate
itself into a duty to make real and concrete efforts in time to acquire or produce more of the
treatment in question so as to be able to treat the rest of the population as necessary.66 This
for example is what is envisaged in many plans for dealing with a future unknown outbreak
of infectious disease.67 It does not therefore seem likely, given this perceived duty of ‘progressive realisation’, that states will have to directly modify their immediate responses to epidemic
outbreaks of infectious disease, including the communicational elements of such plans.
Second, it is also important to acknowledge the legal context of such rights and its
relevance in terms of the ability of individuals who claim to have suffered harms to seek
effective redress before a court or tribunal. Whilst this right may well be found in
international treaties such as the ECSCR and the UDHR, these agreements are not
known for providing firm options for effected individuals to challenge activities that
may have negatively effected them.68 In contrast, a ‘right to health’ is not found within
the ECHR – a human rights instrument that is associated with stronger options for
appeal and redress (and which is incorporated into the legal systems of many of the
member states of the Council of Europe).
Finally as with the discussion concerning a right to life above, it is important to
acknowledge that that even if a right to health could be seen as giving rise to concrete
requirements concerning communications in crises such as epidemics it might be
difficult to make a link with practices that are for example ‘merely stigmatising’. The
relationship between phenomena such as stigmatisation and human health is
complex.69 Whilst there are certainly links between stigmatising situations and harms
to human health, they may not always be apparent and may be difficult to demonstrate
in reality. As section 3 discussed, stigmatisation may arise as an unintended effect
caused by communication that may have an important overall positive effect. Given
that such effects may relate to important goals such as protecting human life it may
therefore be difficult in many cases to argue that such harms (e.g. stigmatisation or an
increased risk of discrimination) would not be proportionate.
A right not to be discriminated against

In each of the international and regional human rights instruments discussed above the
principles of non-discrimination and equal protection irrespective of race, ethnicity,
social or other status are enshrined. Important examples include article 7 of the UHDR
and article 14 of the ECHR.70 Such laws also exist at the national level in many states.
Anti-discrimination approaches are important in preventing the unfair treatment of
individuals because of a certain property they are thought to possess.71 They have been
particularly useful in terms of access to employment, education and various other
public services where individuals have, for one reason or another been denied
something because of a particular property they possess (or are thought to possess).
Within crisis situations such laws prevent certain vulnerable categories of individuals
from being unfairly treated based on factors that should not be considered. Acts of
discrimination can be an important source of stigmatisation for vulnerable groups and
minorities, including in crisis situations.72 Whilst the role of anti-discrimination
approaches in general is therefore important, their ability to directly engage communication strategies themselves may often be limited. This is primarily for three different
reasons (which the author has discussed in a recent paper).73
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First, and perhaps most importantly, is that many anti discrimination approaches
apply in instances where unfair ‘treatment’ results in binding legal changes or some
physical imposition upon certain individuals, i.e. they impose a form of ‘treatment’.
This may occur for instance where public gatherings are prohibited, where licences
are not granted or where access to public services are restricted. In such activities
a common element is the imposition of binding legal changes on particular
individuals. Such impositions however are not directly produced by activities that
are purely expressive in nature such as communication programmes. This is
because whilst expressive activity can be persuasive and suggestive, individuals are
not bound by it. They can (at least in theory) ignore it and act as they would
whish.74 Given this, many anti-discrimination approaches are not likely to be able
to engage purely expressive acts such as crisis communication, particularly where
such expressive activity is not accompanied by legally binding or corporeal
measures (e.g. relating to access to healthcare, quarantine or other detention
measures). This is particularly the case with general anti-discrimination approaches
which often foresee a central role for the concept of ‘treatment’ in deciding what
constitutes discrimination (the ECHR seemingly being a prominent example). The
practical result of this situation is that it is unlikely that individuals who feel
stigmatised or otherwise effected by the contents of public crisis communications
are unlikely to be able to challenge them in a court or law using such antidiscrimination laws.
The second reason relates to the fact that many anti-discrimination approaches
are designed so as to apply only in specific contexts. This tends to be the case
with anti-discrimination approaches that do not have as strong a focus on the
existence of ‘treatment’. Whilst certain specialist anti-discrimination approaches
may be capable of applying to certain expressive activities,75 (i.e. those that
seemingly doe not involve ‘treatment’ as discussed above) they are unlikely to be
capable of applying to expressive activities such as crisis communication. This is
because such approaches only apply in restrictive contexts and often to a restrictive group of potential categories of individuals.76 They may for example only be
capable of application within employment relationships or the provision of goods
or services. The use of communications within a crisis situation such as an
epidemic is unlikely to fall within such a context.
Third – it is important to remember that many anti-discrimination approaches
apply only to acts of discrimination made with respect of certain categories (e.g.
based on ethnicity/religion/sexuality).77 These categories are often exhaustively
defined and often based upon prominent minority groups that have been known to
be be historic victims of discrimination. As some of the examples discussed earlier
in this paper have shown, the stigmatisation that individuals may suffer in times of
crisis communication may be difficult to fit within such a category. e.g. because of
their health status or the existence of a certain lifestyle or behaviour. In many
instances it may be difficult to apply the common categories found in antidiscrimination legislation to the complex harms that are brought about inter alia
by stigmatizing public communications activities (imagine for instance communication that stigmatises the homeless, drug users or those that engage in alternative
forms of lifestyle).
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Privacy Laws
Privacy approaches can inter alia be used by individuals to prevent public bodies from
using their information without their consent (or where consent is not required to
restrict what can be done with such information).78 Data protection approaches (that
apply where data that can be linked to a specific individual is used) are for example
becoming increasingly common and often play an important role in governing the use
of such data, particularly where the data in question is of a sensitive nature.79 Data
protection approaches, including the EU’s data protection framework, are an important
example of such approaches.
This may be case for example with regards to data relating to health or issues such as
criminal convictions. Such approaches aim to protect informational privacy by inter alia
providing individuals with autonomy and transparency over how their information is
used for example by requiring informed consent for the use of health data.80 In
addition they can create important conditions that must be met for the processing
of data.
Whilst such legal provisions may be of application where personal data is used,
they may be of little use where communication practices do not make use of
personal data.81 This may often be the case for example where public health communication in the context of an epidemic or natural disaster is concerned. In such
contexts the information distributed usually does not relate to specifically identifiable individuals. In other instances it may relate to general risk factors that may
exist (e.g. terrorism) or measures that should be taken to minimalize risk. It may
for example call on people with certain lifestyles to be aware of risks that they are
exposed to or to seek testing but will usually not make reference to specific
people. Whilst (as section 3 discussed) such communication can nonetheless be
stigmatising, it can be so without referring to specific individuals. Simply invoking
links between certain groups, places, or behaviours and negative connotations (such
as a higher risk of contracting illness) can be stigmatising for many groups in
society and therefore be responsible for a range of negative effects. The lack of any
information relating to a specific individual will likely mean that many available
privacy approaches will be be of potential application. This is for instance
confirmed in the EU’s recent ‘General Data Protection Regulation’ which states that
"the principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural person…".82
Similar issues may also exist when considering the application of other legal
approaches related to informational privacy which often also require the utilisation of
information relating to specific individuals in order to be applicable.83 Article 8 of the
ECHR is a prominent example. The European Court of Human Rights has, in its case
law, has used this article to develop a range of requirements intended to protect
individual privacy. Whilst the court has interpreted the concept of privacy in a wide
manner, there is no case law to suggest that it would see the use of generalised
information (i.e. not relating to any specific individual) in communicational activities as
bring capable of violating article 8. Thus far, the court has only found an engagement
of Article 8 concerning privacy issues that involved the use of information that could
be directly linked to specific individuals. Once again therefore it is unlikely to envisage
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individuals being able to use such case law to challenge generalised messages that do
not make mention of specific individuals.

Administrative Law
Administrative law as a tool for those affected by incorrect decisions made by public
officials

Administrative law is often the first port of call for individuals who feel that they have
been negatively affected by incorrect decisions made by public officials. Defining
administrative law itself and its functions is no easy task. It takes differing forms and is
based on differing philosophies from state to state. Many civil law systems such as France
for instance foresaw a unique system of law that would regulate the conduct of the state,
whilst in Britain (and other English) speaking countries the prevailing philosophy
demanded that the state be subject to the same system of law as private citizens.84 Despite
these differences, one can see that to a large extent they often perform a similar
function.85 Each can be said to be involved in the regulation of the many and various ways
a state is capable of interacting with private individuals (both natural and legal) in exercising its public functions.86 In performing this function the aim of administrative law is to
curb the excesses of government power, ensuring that it is utilized in accordance with the
laws that have empowered it and often to ensure that decisions are made in line with
recognized norms associated with good practice. Such systems add to the accountable nature of the state by providing extra means of control, means that are able to complement
those provided by suffrage and the possibility it brings of democratically choosing the
government in question.87 The existence of administrative law frameworks are needed to
counterbalance the risks that public officials involved might exercise their discretion in an
improper manner.88 Given the purpose of such legal frameworks it is logical to discuss
their potential application to the communicational activities undertaken by public bodies,
including in times of crisis. This is because administrative law offers the ability for individuals that may be affected to scrutinize the decisions of public officials in a number of
important ways that would seemingly have relevance to communicational activities and
the harms they can produce. These notably include:
(i)Checks on legality
Ministers, civil servants and others that represent the state should have a legal basis
for their actions. Such a basis can often exist in statutes created by the legislature and
various forms of secondary legislative instruments. Such judicial checks form the oldest
and most established grounds for judicial review, especially in common law countries.
In the US, such grounds for review are associated with the longstanding and fundamental principal of limiting the role of government.89
(ii)Checks of form
In addition to the concept of legality, administrative law also often requires that
decisions are made in a certain manner, or in an appropriate form.90 Such grounds do
not seek to specify exactly what course of action an administrator should choose, but
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pertain more to how the decision is made.91 At the heart of such scrutiny is the need
to ensure that principles of good governance are observed. As Harlow states: "good
government in the administrative context involves ideals of “openness, fairness,
participation, accountability consistency [and] rationality”.92 Aims such as these are
remarkably similar to themes of ‘good practice’ that have often been described in
various forms of crisis communication.93
Most notably administrators are compelled to consider relevant criteria, to listen to
the opinions of those who might be affected (including to those who may possess useful
information unbeknown to the administrator) and to review matters for changes in
circumstance.94 A duty upon administrators to provide reasons is particularly
important in allowing individuals to understand both the motivations behind a decision
and the factors considered in making such a decision.95 Given that such practices have
been associated with reducing harmful occurrences in several forms of crisis communication,96 the application of administrative law in such circumstances would provide an
important manner for individuals who might be concerned to ensure that they had
been implemented.
(iii)Checks of adherence to important substantive principals
In addition to matters of simple legality and form, an administrative or judicial review
can allow decisions or actions to be assessed for their compatibility with important
constitutional or other legal principals that pertain to the decision in a substantive
sense. In other words administrative review can, in many circumstances, allow the
actual decision itself to be reviewed in terms of its substantive content.
The particular legal principals that might apply are many and varied and depend
upon the jurisdiction. They may for example emanate from constitutional
provisions. These may relate to non-discrimination or non-interference with speech
or the requirement of neutrality with regards to religion.97 On other occasions
such principles may exist in specially created statutes that are designed to guide
actions by the state and its officials. Such principles may even originate from
international agreements such as the European Convention on Human Rights.98
The principles generated within such case law will often for example be taken into
account in administrative hearings throughout Europe when deciding if administrative acts are acceptable.99 Administrative review by tribunals can therefore act as a
gateway by which decisions can be reviewed in the light of such important legal
principles. In essence they allow routine and everyday practical decisions to be
reviewed in the light of abstract but important legal principals e.g. nondiscrimination.100 The potential application of such principles would be interesting
in the case of crisis communication given the types of harms that may be created
(see section 4).

A likely limited application to expressive acts

Whilst administrative law may therefore be important in holding public authorities
to account for their actions, it may however be of little use in challenging the
communication efforts of public authorities in crisis situations. Once again (as the
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reader will see is a recurrent theme in this paper), this will be because in most
circumstances such activities do not impose binding changes upon individuals.
Many adminsistrative law systems, in defining what an ‘administrative act’ is, seem
to be focused on actions that create changes in the legal rights or obligations of
individuals, or legally enforceable changes in particular benefits or obligations that
an individual may be entitled to or held to.101 These concepts reflect notions of an
‘administrative act’ as an act by the state that has a discernable effect on the legal
rights of individuals. Where such conditions are not present, it is likely that, in
terms of administrative law at least, no administrative act has occurred.
The result of this will be that individuals will not, in most cases be able to utilize
administrative law to scrutinize such processes, including before administrative courts
and tribunals. The result of this may often be individuals who may be potentially
effected by such efforts at communication (including during times of crisis) may find it
difficult, if not impossible, to compel public officials (e.g. public health workers) to
adhere to well recognized principles of good communication practices, including
requirements of consultation, a duty to provide reasons and a duty to consider the
harms that may be caused to various groups and individuals.

Criminal law (hate speech)
Criminal law in the form of hate speech laws are interesting from the perspective of
this paper because the intended target of such laws is usually activities of a primarily
expressive nature. This means that there will often be no need for the co-existence of
other corporeal activities or legally binding consequences (as is the case with some
other prominent legal approaches – discussed above). Furthermore, public employees
and civil servants, whilst often being shielded from noncriminal law disputes, usually
do not have immunity from criminal prosecution.102 For this reason the potential for
its application can often act (at least in theory) as a powerful disincentive to public
employees considering breaking the law. This raises the question of whether such
provisions (where they exist) could be used to challenge crisis communication that has
caused harmful effects (for example where negative language concerning particular
groups was used). In answering such a question it is necessary to look at the form most
hate speech legislation takes. In the opinion of this author, there are two important
factors that will in many instances limit the application of hate speech laws to
crisis communications.
First, is the fact that when most observers speak of hate speech, they are usually
referring to instances were expressions are targeted at particularly vulnerable minorities
who have shown themselves to be vulnerable to attacks (in both the expressive and the
physical sense).103 Accordingly, if one looks at the legislation behind most hate speech
laws in most western democracies one sees that they are intended to apply only to
expressions made against certain specifically defined categories.104 Common categories
are ‘racial or ethnic identify’, ‘belief in a particular region’,’ and ‘sexual orientation’.
Whilst in some jurisdictions the list may be longer,105 the exhaustive definition of such
categories found in most legal systems means that only expressions targeted at
individuals by virtue of their membership of such a category are capable of being
caught by hate speech laws.106 In the context of harms brought about in crisis communication however such simplistic classifications may not be relevant or even applicable.
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Imagine for example communications that stigmatise the poor, individuals who engage
in irresponsible lifestyles, the homeless, the overweight etc.107 Criticism of these and
many other categories would not likely be seen as relating to the usual categories
described in most forms of hate speech law.
The second important factor is the threshold required in terms of the expressive
activity itself. Hate speech laws do not target all negative expressions aimed at such
groups, but only those surpassing a certain threshold or meeting specific criteria. This
may be for example expressions that can be classified as ‘stirring up hatred’,108 ‘inciting
hatred’ or ‘inciting discrimination’.109 Whilst such a threshold may be capable of engaging serious expressions of hatred that threaten to bring about public disorder (in
which those concerned by such expressions are likely to be victims) or where the
author of the expressions directly calls for the discrimination of those concerned, it is
unlikely to allow the engagement of expressions that are subtly and perhaps unintentionally negative (though yet still capable of bringing about stigmatisation and its
harms).110 Those engaged in crisis communication and particularly those engaged in
areas related to public health are unlikely to want to intentionally insult or bring about
such negative consequences for groups in society. More often, their aim will be simply
to reach as many individuals as possible. Where harm does occur it usually brought
about in a more subtle and often unintentional manner, where efforts at communication may contain elements that give rise to stigmatisation.111 This means, that outside
of blatant examples of intentional hate speech (which the author hopes in any event
would rarely occur), the blunt instrument that many hate speech laws represent are
unlikely (with good reason) to be able able to offer much to individuals who may be
negatively affected by such communicative undertakings.

Ethical codes, codes of professional conduct and the democratic process
Whilst the foregoing discussion has indicated that many traditional legal approaches (that
are associated with the availability of access to courts and tribunals allowing affected individuals to seek means of redress) may have difficulty in engaging activities that are solely of an
expressive nature, this does not mean however that such activities are totally free from all
forms of control. Public employees involved in matters of communication are of course not
simply able to say what they wish without fear of repercussion. Others forms of control exist,
though they may not be ‘accessible’ to those individuals that are directly affected by the
communicational activities in question (i.e. they may not for example provide access to a tribunal for affected individuals). The reality is that public employees who are involved in
communicating on behalf of the state, and the organizations they work for are subject to a
range controls and requirements that are able to exert influence on their discretion in terms
of the content and form of the communicational activities engaged in. Such forms of control
often take the form of soft law such as ‘codes of conduct’, ‘ethical codes’ and other forms of
control that are linked to ‘financial exhortation’ by executives and legislatures (i.e. related to
the ‘democratic process’). Some illustrative examples of such processes are described below.
Codes of conduct

Many public employees and agencies are likely to be subject to codes of conduct. The
purpose of such codes is to identify the main principles by which public employees
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should operate. Such codes have been becoming more common in recent years,
including gaining prominence in continental Europe (where the term ‘deontological
code’ is commonly use),112 where they have been inspired to a certain extent by the
example of the UK (and other English speaking contexts).113 In the UK for example the
‘Civil Service Code of Conduct’ requires public employees to refrain from acting "in a
way that unjustifiably favours or discriminates against particular individuals or
interests". They should also carry out responsibilities in a way that is “fair, just and
equitable” and reflecting a commitment to “equality and diversity”.114 Similar principles
exist in civil services codes in many states including (but not limited to) Belgium115
and France.116 In some instances a code of conduct may exist that deals particularly
with efforts at communication and may demand that civil servants communicate in
ways that are not likely to worsen discrimination and create unnecessary harms.117
In some instances codes of conduct may exist in legislation, whilst in other instances
such requirements may take the form soft law. Depending upon the the type of legal
system in question the legal value of such codes may vary. In the UK, where the legal
system is more open to using such forms of ‘soft law’ in ‘hard’ legal cases, such codes
are likely to carry more legal weight. They may for example be understood to form part
of the unemployment conditions of public employees.118 This raises the possibility of
particular individuals being sanctioned or suffering consequences where they fail to act
as expected. This could feasibly occur where they are responsible for communication
practices that are contrary to whatever code a particular employee may be bound by. In
continental Europe, the legal status of such codes (where they are not contained in
legislation) is more dubious. Many continental systems do not recognises codes or
circulars as binding sources of law. As a consequence, the contents of such codes may
not bind individuals in the same manner (i.e. forming a condition of their employment).
In such instances the ability of such codes to weigh on the decision making of a
public employee will accordingly be reduced. Even where this is the case they
may still however be used however in order to judge or appraise the behavior of
public servants.119

Ethical codes linked to professional status

Many individuals who act on behalf of the state in times of crisis communication may also
be subject to other forms of professional codes of conduct or ethics. Unlike codes of
conduct that may apply to public employees in general, such codes may apply to specific
individuals by virtue of the profession they belong to. One of the most important examples
of such codes are the professional codes of conduct that bind doctors, nurses and other
medical professionals. In most countries such medical professionals must, in order to be
active professionally, be registered with a national body, and agree to act professionally in
manner that is considered compatible with their profession. Such codes aim to ensure that
indiviuals belonging to certain professionals act in a way that is ethically and professionally
consistent with that which might reasonably be expected. In the UK for example, doctors
must be a member of the British Medical Council, which has issued guidelines on “Good
Medical Practice” (including requirements related to communication and non discrimination).120 Where there are concerns that such standards have not been met, special panels
of inquiry, described as ‘fitness to practice’ panels are able to issue warnings, impose
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conditions on a doctor’s practice, suspend a doctor, or even erase them from the medical
register. Examples of similar bodies can be found in most other European countries,
including Belgium,121 France,122 Germany,123 Ireland124 and the Netherlands.

Control through the democratic process

In many states the judicial branch of government has an extremely limited level of
control over the expenditure of various government departments.125 This means that a
great deal of power is vested in the executive and legislative branches in terms of
deciding what funding various departments receive (and by extension what activities
they perform). This raises the question of whether such democratic forms of control
may be of use to individuals who have been negatively affected by a particular communication programme. In reality, almost all activities (including communication) require
the creation and maintenance of networks of staff and allocation of resources. Such
activities are usually dependent upon decisions to provide the necessary funds and
personnel available. If such resources are not allocated by the executive (i.e. by the
relevant minister or one of their delegates) a communications project can not be
commenced or continued. Where it is felt that a particular project would not, or is not
producing the desired results it can simply be discontinued by withdrawing funding or
redeploying personnel. ‘Controlling the purse strings’ represents one of the most
important mechanisms of control in steering the activities of public bodies and
services.126 Whilst such a form of control may be quick and efficient from the perspective of the executive, the ability of individual citizens or affected groups to challenge or
influence such decisions is limited.
In the UK context parliament has a notional control on the allocation of funds to the
executive. Such control is however in reality weak in many regards. This function is
exercised by the Public Accounts Committee (the PAC), which is composed of
members of parliament It is effectively limited to ensuring that the UK Treasury has
received the consent of parliament for the total allocation of funds to the department
in question. Such a level of control is very mild given that the department in question
does not need to spell out exactly how the money it receives will be spent.127 This
leaves the department in question with relative freedom to decide how and where its
budget may be spent. Under the UK constitutional system courts have very limited
powers to regulate specific allocations of departmental expenditure.128 This means that
to a large extent, once a department has been legally allocated funds by parliament for
a certain purpose e.g., public health, it is free to spend such money in any way it sees
fit in pursuing aims connected to that purpose. In general the judicial branch of
government may only interfere with such choices when they interfere with the rights or
privileges of individuals (though as the proceeding sections of this paper have shown,
activities that are merely ‘expressive’ in nature may often not be seen as doing so).129
In France a similar logic exists to the UK, although with more clearly demarcated
institutions that are tasked with scrutinizing government expenditure. The Cour des
Comptes (Court of Auditors) exists to examine all public accounts including those of
publicly owned enterprises.130 Like the PAC in the UK its function is primarily that of
auditor which allows it to advise both the executive and parliament as to whether
departments have been spending the money allocated to them correctly. As is the case
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with PAC for the UK Parliament, the reports of the Cour des Comptes are not
themselves binding, but are meant to arm the French legislature with sufficient
evidence to make binding votes on public finances.131 It is ultimately the legislature
that has the final say on the legality of allocation of state funds.132 To do this the Cour
des Comptes produces reports and studies that are requested by both the Assemblée
Nationale and the Sénat. In its scrutiny of public expenditure it has a role before the
budget is approved and afterwards in an audit function. When undertaking such studies
a primary aim is to ensure that money is spent in a legal way and that the spending in
question achieved ‘value for money’.133 Where cases of illegal action are discovered the
Cour des Comptes can invite a prosecution.134

The weakness of democratic control

Given the role for legislatures in allocating funds to the executive, one might expect
that private individuals might be able to influence such processes through the
democratic process. This could be either through exercising one’s right to suffrage or
by placing political pressure on elected representatives. The level of control that
legislative bodies are able to exert on a de facto basis is however in reality weak.
Legislatures may only have control in the de jure sense, with de facto control resting
with the executive and more specifically the treasury. Legislatures do not vote on
minute details of parliamentary expenditure, but approve expenditure in terms of
annual budgets at the department level.135 Furthermore, legislatures are not likely to
have the time, expertise or resources to analyze all aspects of departmental budgets in
detail. Considering that some departments are very large with an enormous range of
competences this is understandable.
One can take the UK’s National Health Service as a good example. It has an annual
budget of 116 billion pounds which can be broken down into numerous complex
smaller sub-departmental budgets including inter alia for public health information
campaigns.136 With such large and complex budgets, parliament is unlikely to be able
to analyze the spending that will be committed to individual projects (including
programmes intended to provide crisis communication such as epidemics or other
public health crises).137 Given that information campaigns and other expressive
activities by the state are often opted for because they are perceived as a cheap
solution,138 it is extremely unlikely that parliamentary scrutiny will extend to such
relatively modest expenditure projects.
Other important factors adding to the weakness of such forms of control being
able to prevent harms from occurring to certain groups is their ex post facto nature and their focus on primarily financial aspects. Processes of accountability
(such as review by parliamentary or other institutional committees or bodies) often
takes place after such spending has occurred, with the aim of reducing waste and
promoting efficiency. Such reviews are primarily concerned with financial efficiency
and less so with other issues such as human rights and ethics). This means that
reviews of this type are unlikely to be alert to the types of harms this article is
concerned with (i.e. they are not harms to the public purse). Furthermore, many of
the types of harms discussed in section 4 may have already occurred by the time
such a review occurs. Given the nature of harms related to phenomena such as
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stigmatization and discrimination, there may be very little that can be done at such
a stage even if such harms were to be effectively identified.

The pragmatic case for restrain free public communications (including in crises)
The author of this paper has thus endeavored to demonstrate that communications of
the state and associated bodies and organizations face a low level of constraint, particularly when compared to many other forms of activity which public authorities may
engage in. This includes communication in various forms of online epidemiology. In
doing so it is necessary not only to describe why such communication may be relatively
constraint fee but also pose the question as to how this may be the case. Indeed it
would not be fitting to conclude this paper without at least acknowledging the positive
effects that appear to exist as a consequence of the apparent lack of legal control surrounding crisis communications. This requires once again quickly reflecting on the nature of communication during a crisis and what purposes it serves.
As section 3 discussed such activities effectively represent an important category of
‘tools’ available to public authorities to respond to situations.139 They can arguably be
contrasted with other important tools in two important regards. The first (as as been
discussed at length in this paper) is that communication does not impose binding
consequences on individuals: it does not compel them to do anything nor to suffer any
form on obvious imposition. In short individuals can simply ignore the use of such a
tool if they wish. Second, in comparison to other tools of the state, the use of communicational practices requires relatively little in terms of resources and relatively little in
terms of infrastructure. They cost relatively little and do not require complex networks
of personnel and materials. Furthermore, given that they do not impose upon the
liberties of private individuals (either in the physical or pecuniary sense), there is often
no need for a complex legal framework in place. These properties of communicational
activities make them an attractive ‘tool’ that is available to the state in particular
circumstances. These include incidences such as emergencies where there is a state of
flux. It is precisely in such situations that a rapid and flexible response is essential.
Providing individuals with timely information can be as effective as any physical
measure that may be taken whilst at the same time being much less invasive. One can
therefore say that the non-availability of such quick and flexible ‘informational’
measures would mean that that they state would loose a vital tool in its response to
crisis situations.
Similarly, the existence of legal frameworks capable of allowing private individuals to
alter or halt such processes would also represent a diminution in the utility of the
communicational tools available to the state. If for example individuals were able to
utilize administrative law processes to challenge particular forms of crisis communication that were employed, it could mean that public authorities were prevented from
using one of their most important tools at a critical moment. Even where courts were
to dismiss such interventions, the need to engage in complex legal analysis or disputes
at such a critical moment would represent an undesirable distraction for public officials
aiming to respond to a critical situation. By the same token, it would not be desirable
for public officials to to be forced, in an unfolding crisis, to give consideration to
precise and complex legal requirements concerning the form that communications
must take and the content they must possess. Such a requirement would, in most
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instance represent a distraction from what would in most instances represent more
pressing concerns.
Whilst as sections 3 and 4 discussed communicational activities, especially in the
context of a crisis are no doubt capable of creating serious harms, such harms should
not be viewed in isolation. This is because they are most likely to be unintentional byproducts of activities that are otherwise responsible for important positive effects.
When weighed against such potential benefits (including the protection of human life),
the potential to create many of the types of harms discussed in this paper may seem
acceptable. In addition, whatever harms that are produced by such measures are likely
to be less in magnitude than other potential measures that may involve the use of physical force or the imposition of binding changes upon individuals. When compared to
such potential measures, the use of expressive measures that fail to impose any
concrete impositions on individuals, and which one is, in theory, simply able to ignore
may be considered as representing the type pf measure with the least effect on
individual liberty possible, even where they are in certain circumstances capable of
brining about certain unintended effects.

Conclusion
That crisis communication programmes can produce harms of various forms has been
demonstrated in a wide variety of literature.140 The possibility for such harms has arguably
increased greatly in the social media age. Given that there is an undoubted imperative to
reduce such harms the question of what potentially affected individuals or groups can do to
prevent or seek redress for such harms is important. This paper has sought to explore this
question primarily from a legal perspective. In particular, it has sought to explain why
affected individuals may find it difficult if not impossible to find legal approaches that can
be used compel public organizations to alter or cease a particular form of communicational
activity. The result is that individuals who may feel adversely affected have to rely on other
weak forms of control that they have little power themselves to influence (such as
forms of control exercised by the existence of codes of conduct/ethical codes or
forms of control/exercised through the democratic process).
There are varying reasons why seemingly relevant legal approaches are not likely to
apply to crisis communication. In terms of international law, whilst there is no
instrument relating specifically to crisis communication there are instruments in both
international humanitarian and international human rights law that certainly appear to
be relevant. Whilst the level of direct relevance of such instruments may vary, what
they have in common however is the lack of any effective enforcement mechanism for
individuals that may feel that they have been harmed by crisis communication. Even
where complaint mechanisms do exist, they tend to be weak in nature, essentially
depending on the creation of political pressure to bring about change on the part of
any state that may be concerned.
At the domestic level the picture is somewhat the converse. Whilst there is no
shortage of candidate legal frameworks that are able to provide real mechanisms of
redress (e.g. injunction, pecuniary compensation or even criminal conviction), affected
individuals are likely to have difficulty in convincing judicial bodies that such
frameworks can actually engage efforts at crisis communication. The reasons for this
are the nature of such activities and the effects they are able to have on individuals and
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groups. In many cases communicational activities (including during a crisis) can be
considered as being of a ‘purely expressive nature’. This can be contrasted with many
other forms of activity that the state engages in given that such activities are not
capable of having any binding ‘legal’ or ‘corporeal’ effect. The former relates to
alterations in an individual’s legal order, which usually means changes in the rights and
duties accorded to that individual. This could occur where for example rights to access
services (e.g. healthcare) are removed or where taxes or charges are levied. It could also
occur where reference to specific individuals is made or personal data is used. The
latter aspect (i.e. entailing corporeal effect) relates to actions that bring about physical
effects on individuals, (e.g. death, detention or a forced medical intervention).
As sections 5 – 9 showed many important legal approaches (approaches that are
often of use to vulnerable groups and minorities) seemingly require the existence of
such effects to be of application. This is the case both with administrative law and
many anti-discrimination approaches for example. The former represents one of the
most essential tools in the system of checks and balances that are designed to restrain
executive action and prevent unnecessary harms from occurring. Administrative law
frameworks often however require that individuals’ legal rights or duties are threatened
or altered in order to be applicable. The very concept of an ‘administrative act’ for
example is often formulated as a decision that has binding legal effect. The latter (i.e.
anti-disrimination law) is often of application where some form of discriminatory
‘treatment’ has occurred (i.e. in the form of binding legal changes). This is often viewed
as requiring the imposition of some form of binding change. Whilst exceptions may
exist (the EU’s anti discrimination approaches are for example seemingly capable of
applying to expressive activity), they may only apply in very specific circumstances or
may only protect discrimination again certain specific categories. This means they may
not be applicable to most or all forms of crisis communication. An analogous situation
also seems to exist concerning the potential application of privacy approaches (e.g. data
protection), where it may be necessary to show that information relating to specific
individuals is being used or that such individuals have suffered harms to their privacy.
Given that crisis communication does not usually refer to specific individuals but to
groups or categories, this is unlikely to be the case.
A similar type of problem exists with regards to other types of legal approaches that
are designed specifically to target harmful expressions (e.g. hate speech laws). Whilst
such approaches do not necessarily require the demonstration of binding legal or
corporeal effects, they nonetheless often have forms of conditionality that will limit
their application. Many for example can only apply to expressions made against an
exhaustively defined set of categorizations (e.g. race, ethnicity, religion). In addition, the
threshold for the application of hate speech provisions may also be too high (e.g. the
incitement of hatred or discrimination) to realistic engage the types of harm that can
be produced by crisis communication. Requirements such as these may be too onerous
when one is discussing the types of subtle harm that may be brought about by
phenomena such as stigmatization and related harms. For such phenomena to
arise, it is not necessary to incite hatred or discrimination. The existence of
expressions or information that can (even unjustifiably) induce individuals to
simply simply possess negative opinions concerning others (or even themselves)
may be sufficient.
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Whilst many traditional legal mechanisms of control may have difficulty in gaining
traction with the type of purely expressive activity that communicational practices often
represent, there are a number of alternative forms of regulatory control that should not
be discounted. Although they are often not as accessible (and enforceable in a court of
law) to individuals who may be affected by communicational activities, they may
nonetheless impose an important source of restraint upon public officials that are
engaged in such activities. Amongst such influences are codes of conduct, ethical codes
and various rules related to professional status. Depending on the particular profession
and context in question, such codes may prevent public officials from acting in certain
ways that may be viewed as unethical or unprofessional, potentially including practices
related to crisis communications. Where such codes are not complied with, public officials may run risks such as sanction, dismissal or even removal of professional status
(e.g. doctors, nurses etc.). The binding nature of such codes, in addition to the
sanctions that would be imposed in the event of breach are however extremely variable
from jurisdiction to jurisdiction. In addition, the applicability of such codes to matters
of communication (including during crises) may not always be readily apparent.
The final form of potential control discussed in this paper was the ability of affected
individuals to exert control ‘democratically’ i.e. through the electoral process by
affecting the make up of the executive and legislative branches of government. Through
the appointment (or dismissal) of individuals to relevant posts or the allocation (or not)
of funds to particular programmes, individuals in position of control in the executive
(and often by extension the legislature) are (at least in theory) able to exercise control
over what public agencies say and how they say it. The complexities of modern states
and public bodies however mean that the level of control exerted by those in position
of executive power over the many activities that are carried out on its behalf is not
likely to be minutious. The reality is that many communicational activities that are
carried out on behalf of public bodies are small in scale (especially when seen in
expenditure terms) in comparison with other forms of activity. This reality means that
the attention paid to particular acts of communication carried out by the executive is
likely to be limited. The same principle applies to legislative control over executive
activities. Whilst in principle legislatures often retain ultimate control over many types
of executive activity, the ability of legislatures to scrutinize individual projects (such as
for example health communication programmes) is likely to be limited. Even if such a
subtle level of control was realistic, the ability of an affected individual (or group of
individuals) to influence such matters through the ballot box would be extremely
limited. This theoretical existence of such democratic methods therefore represents at
best a poor substitute for the forms of control that binding legal approaches would be
able to offer.
Whilst this paper has established that there is a lack of control concerning public
communication activities in the context of crisis (and the potential issues that can arise
as a result) the reader will no doubt be aware that the author has not (in this paper at
least) sought to argue for an alternative arrangement whereby purely expressive acts
made by the state would be subject to a much broader range of legal controls than they
are at present. This is because the implications of such a change would be considerable,
and are deserving of much further thought and consideration than is possible within
the confines of this paper. It would also mean that the state would be deprived of
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perhaps its most flexible tool, i.e. the ability to say what it wants, how it wants and, in
an expeditious manner in response to a crisis. Whilst this might mean that in certain
occasions that individuals have the ability to challenge certain communicational
practices that may have brought about negative effects for them, it would also mean
that vital processes of communication that are needed to potentially protect both life
and property could be subjected to burdensome legal procedures that could in many
cases be capable of blunting their efficiency. Whether the types of harms that can be
caused by purely expressive activities which can (in theory at least) be simply ignored
would warrant such interference is a complex discussion that deserves much more
attention. The answer depends to a large extent what other mechanisms for control
exist. Answering this question correctly will require further research into how ‘nonlegal’ methods of control operate and their ability to reduce the potential for crisis
communication to cause harms (something which the author intends to pursue in a
subsequent paper).
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